
 POL-OPS-002 
 Privacy, Dignity and Confidentiality Policy 

 Objective 

 This  policy  ensures  we  protect  and  handle  personal  information  in  accordance  with 
 the  National  Disability  Insurance  Scheme  (NDIS)  and  relevant  privacy  legislation.  We 
 acknowledge  an  individual’s  right  to  privacy  while  recognising  that  personal 
 information  is  required  to  be  collected,  maintained  and  administered  in  order  to 
 provide a safe working environment and a high standard of quality within our services. 

 The  information  we  collect  is  used  to  provide  services  to  participants,  to  meet  duty  of 
 care obligations, to initiate appropriate referrals, and to conduct business activities. 

 Scope 

 ●  applies  to  all  personal  information  and  sensitive  personal  information  including 
 the personal information of employees and participants. 

 ●  applies  to  all  company  confidential  information  -  that  is  any  information  not 
 publicly available. 

 ●  applies  to  all  representatives  including  key  management  personnel,  directors, 
 full  time  workers,  part  time  workers,  casual  workers,  contractors  and 
 volunteers. 

 Definitions 

 Data  breach:  A  data  breach  is  a  type  of  security  incident  where  personal,  sensitive  or 
 confidential  information  normally  protected,  is  deliberately  or  mistakenly  copied,  sent, 
 viewed,  stolen  or  used  by  an  unauthorised  person  or  parties.  A  data  breach  where 
 people  are  at  risk  of  serious  harm  as  a  result,  is  reportable  to  the  O�ce  of  the 
 Australian Information Commissioner. 

 Personal  information:  Personal  information  includes  (regardless  of  its  accuracy): 
 name,  address,  phone  number,  email  address,  date  of  birth,  recorded  opinions  or 
 notes  about  someone  and  any  other  information  that  could  be  used  to  identify 
 someone. 

 Sensitive  personal  information:  Sensitive  personal  information  can  include  personal 
 information that is normally private such as: 

 ●  health information 
 ●  ethnicity 
 ●  sexuality 
 ●  criminal record 
 ●  biometric information (such as fingerprints). 

 Media material:  materials including photos, video,  written and verbal statements, 
 blog entries, anecdotal stories, experiences and other similar material that may be 
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 used as content for marketing and promotional materials via a range of platforms and 
 media including but not limited to newspapers and magazines, reports and 
 presentations, brochures, radio segments, intranet and internet sites, and social 
 media such as FaceBook, Instagram and LinkedIn. 

 Statement 

 ●  We  (Fighting  Chance)  are  committed  to  complying  with  the  privacy 
 requirements  of  the  Privacy  Act,  the  Australian  Privacy  Principles  (APPs)  and 
 Privacy  Amendment  (Notifiable  Data  Breaches)  as  required  by  organisations 
 providing disability services 

 ●  we  are  fully  committed  to  complying  with  the  consent  requirements  of  the 
 NDIS  Quality  and  Safeguarding  Framework  and  relevant  state  or  territory 
 requirements 

 ●  we  provide  all  individuals  with  access  to  information  about  the  privacy  of  their 
 personal information 

 ●  each  individual  has  the  right  to  opt  out  of  consenting  to  and  providing  their 
 personal details if they wish 

 ●  individuals  have  the  right  to  request  access  to  their  personal  records  by 
 requesting this with their contact person 

 ●  individuals  have  the  right  to  request  amendments  to  personal  information  if  it 
 is incorrect 

 ●  where  we  are  required  to  report  to  government  funding  bodies,  information 
 provided  is  non-identifiable  and  related  to  services  and  support  hours 
 provided, age, disability, language, and nationality 

 ●  personal  information  will  only  be  used  by  us  and  will  not  be  shared  outside  the 
 organisation  without  your  permission  unless  required  by  law  (e.g.  reporting 
 assault, abuse, neglect, or where a court order is issued) 

 ●  images,  video  or  other  collected  content  involving  of  participants  will  not  be 
 used without their consent 

 ●  participants  have  the  option  of  being  involved  in  external  NDIS  audits  if  they 
 wish. 

 How do we collect your personal information? 

 The  means  by  which  we  collect  your  personal  information  will  depend  on  the  nature 
 of the service that we are providing to you. We may collect your personal information: 

 a.  Directly from you, either in person or over the phone; 
 b.  When you access and interact with our websites; 
 c.  From other sources, including from referrers. 
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 We  will  always  collect  your  personal  information  directly  from  you  unless  it  is 
 impracticable  to  do  so.  This  would  usually  be  done  through  application  forms,  over 
 the telephone, in person or over the internet. 

 Your  personal  identifiable  information  will  not  be  collected  if  you  are  only  browsing 
 our Websites. 

 At  the  time  of  collecting  your  personal  information,  we  will  remind  you  of  the 
 following: 

 i)  Our details, including our contact details; 
 ii)  That  we  are  collecting  your  information  and  the  reasons  why  we  are  collecting 

 your information; 
 iii)  If the collection is required or authorised by law, the details of the law; 
 iv)  What happens if we cannot collect your personal information; 
 v)  Any third parties to whom we may disclose the personal information; 
 vi)  How you can access and correct your personal information; and 
 vii)  How  you  can  complain  about  any  breach  of  the  APPs  and  how  we  will  handle 

 any such complaints 

 The purposes of collecting your personal information 

 We  may  use  and  disclose  your  personal  information  for  the  purposes  for  which  it  was 
 collected or for a related purpose such as: 

 a)  To consider your request for a product or service; 
 b)  To enable us to provide a product or a service to you; 
 c)  To facilitate the provision of a product or service to you; 
 d)  To carry out or respond to your requests; 
 e)  To  our  third  party  service  providers  to  assist  us  in  providing  and  improving  our 

 services  to  you  and  better  understand  your  needs  or  to  develop,  improve  and 
 market our services to you; 

 f)  For regulatory reporting and compliance with our legal obligations; 
 g)  To  various  regulatory  bodies  and  law  enforcement  o�cials  and  agencies  to 

 protect against fraud and for related security purposes; 
 h)  To  perform  administrative  and  operational  tasks  (including  risk  management, 

 systems development and testing and sta� training); 
 i)  To  include  in  a  database  compiled  by  us  for  use  in  fundraising,  donations, 

 sponsorship,  events,  direct  marketing  of  promotions,  products  and  services  we 
 think may be of interest to you; 

 j)  To  seek  your  feedback  in  relation  to  customer  satisfaction  and  our  relationship 
 with you; 

 k)  To  monitor  or  improve  the  quality  and  standard  of  service  that  we  provide  to 
 you; 

 l)  To consider any concerns or complaints you may raise against us; 
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 m)  To notify you of o�ers that may be of interest to you; and 
 n)  To better understand your preferences. 
 o)  To Doctors and health care professionals, who assist us to deliver our services; 
 p)  To  referees  and  former  employers  of  job  candidates  and  volunteers,  and 

 candidates for employee and volunteer positions at Fighting Chance; 
 q)  To professional advisors, including our accountants, auditors and lawyers. 

 Sharing your personal information with others 

 We  may  share  your  personal  information  with  other  entities  within  the  Fighting 
 Chance group where there is no conflict of interest i.e. Support Coordination. 

 We  deal  with  third  party  service  providers  (who  may  be  based  overseas)  who  may 
 assist  us  with  a  variety  of  functions  including  with  research,  mail  and  delivery, 
 security,  insurance,  professional  advisory  (including  legal,  accounting  and  auditing 
 advice),  banking,  payment  processing,  credit  reporting,  o�site  storage  or  technology 
 services.  Where  we  engage  third  party  service  providers  to  perform  services  for  us, 
 those  third  parties  may  be  required  to  handle  your  personal  information.  Under  these 
 circumstances,  those  third  parties  must  safeguard  this  information  and  must  only  use 
 it  for  the  purposes  for  which  it  was  supplied  and  we  will  make  all  reasonable 
 enquiries to try to ensure that this is the case. 

 Wherever  possible,  we  will  limit  the  information  provided  to  independent  third  parties 
 to  that  information  required  for  those  third  parties  to  properly  perform  their 
 functions.  Further,  our  contracts  with  these  third  parties  will  always  require  the  third 
 parties to comply with the APPs (or equivalent standards). 

 Security of information 

 ●  We  take  reasonable  steps  to  protect  the  personal  information  we  hold  against 
 misuse, interference, loss, unauthorised access, modification and disclosure. 

 ●  personal  information  is  accessible  to  the  participant  and  is  available  for  use  by 
 relevant workers on a needs to know basis. 

 ●  security  for  personal  information  includes  password  protection  for  IT  systems, 
 locked  filing  cabinets  and  physical  access  restrictions  with  only  authorised 
 personnel permitted access 

 ●  While  care  is  taken  to  protect  your  personal  information  on  our  Websites, 
 unfortunately  no  data  transmission  over  the  Internet  is  guaranteed  as  100% 
 secure.  All  unencrypted  information  exchanged  via  the  Internet  may  be 
 accessed  and  used  by  people  other  than  those  for  whom  it  is  intended,  for 
 example  if  any  personal  information  is  sent  by  email  it  is  sent  at  the  risk  of  the 
 sender.  Once  we  receive  your  personal  information,  we  are  required  to  protect 
 it in accordance with the Privacy Act 1988. 

 ●  personal information no longer required is securely destroyed or de-identified. 
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 Data Breaches 

 ●  we  will  take  reasonable  steps  to  reduce  the  likelihood  of  a  data  breach 
 occurring  including  storing  personal  information  securely  and  accessible  only  to 
 relevant workers 

 ●  If  we  know  or  suspect  your  personal  information  has  been  accessed  by 
 unauthorised  parties,  and  we  think  this  could  cause  you  harm,  we  will  take 
 reasonable steps to reduce the chance of harm and advise you of the breach 

 ●  a breach of privacy and confidentiality may require an investigation 
 ●  an intentional breach of privacy and confidentiality will result in disciplinary 

 action up to and including termination of employment. 

 Making a complaint about Fighting Chance’s privacy procedures 

 We are committed to maintaining and protecting your privacy.  If you are 
 concerned with the way your personal information has been handled, you are 
 entitled to make a complaint. If you would like to lodge a complaint, please 
 contact us through our Privacy O�cer, Fighting Chance, Building B, 5 Skyline 
 Place, Frenchs Forest NSW 2086 or via email to hello@fightingchance.org.au 
 (with Privacy as the subject) or call (02) 9905 0415 and ask to speak with the 
 Privacy O�cer. 

 If your personal information has not been handled in an appropriate way, we 
 will do our best to remedy your concerns as quickly as possible, including by 
 acknowledging receipt of your complaint within 48 business hours and trying 
 to resolve the complaint within 10 working days. 

 If your complaint is not satisfactorily resolved, you may approach an external 
 dispute resolution service or apply to the O�ce of the Australian Information 
 Commissioner ("OAIC") , enquiries Line (1300 363 992), to have the complaint 
 heard and determined. 

 Related Framework Documents 
 ●  PRO-OPS-003 Privacy Dignity and Confidentiality Procedure 
 ●  Accommodation Combined Consent Agreement Form 
 ●  Privacy Consent Form 
 ●  Privacy and Confidentiality - Easy Read 

 Monitor & Review 

 This policy will be reviewed annually in accordance with Fighting Chance’s quality 
 assurance and continuous improvement process. 

 Date of Review: 26.10.2021  Page  5 
 Reviewer: CEO/Compliance  CONTROLLED DOCUMENT: If printed, this document is uncontrolled. 


